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Space Weather as
a Threat to Critical
Infrastructure
A. R. E. Taylor

Critical infrastructure protection is increasingly operating in a post-terrestrial space.
Satellites and space stations are key enablers of a wide variety of navigational,
communicational, security and scientific activity that is perceived as central to the
continuity of industrialised societies. Now recognised as “critical space infrastructure”
(Mureşan and Georgescu 2015), there is mounting interest and investment in ensuring
their uninterrupted service provision in the face of a plurality of space risks. At the
same time, as outer space becomes a new domain for infrastructure security, terrestrial
infrastructures that once might not typically have been associated with outer space
are also being brought into new threatening relationalities with the Solar System.
Pipelines, telecommunication cables and electricity grids, among other ground-based
infrastructures, have all been identified as vulnerable to “space weather.” This article
explores how growing public and political awareness of the space weather threat is
expanding what might count as “space” infrastructure, generating new imaginaries
of planet Earth’s place in a dangerously energetic Solar System.
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Un-Earthing critical infrastructure protection
Since the mid-1990s, “critical infrastructure protection” has emerged as a key concept
and priority target of national and international security regimes (Cavelty 2008; Collier
and Lakoff 2008). For growing numbers of government officials and risk professionals,
the industrialised societies of the global north are perceived to be increasingly
vulnerable to catastrophic collapse due to their dependence on a complex network
of interconnected and interdependent “vital systems” (Beck 1999; Collier and Lakoff
2015). In its various national articulations, critical infrastructure protection generally
aims to manage the anticipated failure of infrastructure systems and govern the
proliferating array of risks that might trigger large-scale infrastructure failure.

Since 2012, space weather has swiftly moved on to national security agendas across
the global north as a key threat to critical infrastructure (Cabinet Office 2012, 2014;
White House 2015a, 2015b; European Commission 2016). Space weather refers to a
range of radiation events that occur in the near-Earth space environment, often
originating from the Sun. During periods of intense magnetic activity, the Sun releases
electrically charged plasma from its outer atmosphere, the solar corona. These solar
events are known as coronal mass ejections (CMEs) and are often accompanied by
explosive solar flares (Fig. 1). This high-energy solar radiation is capable of ionising
the fragile microelectronics and memory circuits found in spaceborne infrastructure
like satellites and spacecraft, potentially causing component failure and leading to
loss of service (Horne et al. 2013).

Figure 1: Extreme space
weather events begin
when plasma erupts from
the Sun and streams
towards Earth. This is
an image of the Sun
visualised in UV light by
NASA’s Solar Dynamics
Observatory (SDO).
Credit: https://www.
nasa.gov.

Space weather not only poses a risk to infrastructure situated in outer space but
also to terrestrial infrastructure. When these electrically charged solar particles
interact with Earth’s magnetic field (Fig. 2) they can generate powerful currents that
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flow into the earth. These earth currents can damage conducting material such as
pipelines and they can induce high-voltage surges in power grids, computer chips
and other electronic components of terrestrial critical infrastructure.

The space-weathered world
A key visual tool that is widely utilised to communicate the space weather threat
is a cross-sectional image of Earth and its space-based and ground-based critical
infrastructures situated within the wider solar environment (Fig. 3). Variations of this
illustration have been widely circulated in news articles and have become key images
in the visual economy of space weather, released by a number of space agencies
and scientific institutions (e.g. Fig. 4). Such visualisations serve to highlight the
infrastructure and technology systems affected by space weather, inviting viewers
to see outer space not as remote and detached from the everyday geographies
of their lives but as deeply entangled with earthly “envirotechnical” landscapes
(Pritchard 2011).

Figure 2: NASA rendering
of stellar magnetic fields.
In this image, the blue
lines represent Earth’s
magnetic field that is
distorted by the “solar
wind.”
Credit: https://www.
nasa.gov.

Jutting up from the surface of the Earth, the exaggerated scale of radio masts, satellite
dishes, oil rigs and electricity pylons embeds these infrastructures in atmospheric
space. Visually bridging the space between Earth and the upper atmosphere, the
infrastructures pictured here draw attention to the relational “bridgework” (Howe et
al. 2016: 549) that critical infrastructures (as conduits for electromagnetic currents
and energies) facilitate between Earth and outer space. Rather than a picture of Earth
safely nested within a protective atmospheric barrier, here, earthly infrastructure
is not separate from the energetic fluxes and flows occurring in outer space but is
presented as precariously immersed within them.
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Figure 3: An image
released by the European
Space Agency (ESA),
detailing the effects of
space weather on critical
infrastructure.
Credit: http://www.esa.int.
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Relation as threat
Affecting infrastructure on and off Earth, space weather thus draws infrastructures
into threatening relationality with the electromagnetic energy and matter of the Solar
System. That infrastructures are not only material technological systems but also
profoundly relational entities is one of the key insights to emerge from social studies
of infrastructure (Star and Ruhleder 1996; Star 1999; Harvey 2010, 2012; Larkin 2013).
During their planning, construction and disintegration, infrastructures produce and
perturb relations in ways that are often unintended, sometimes generating unexpected
relational configurations that can lead to powerful reorderings of social life. The
cross-section image of the space-weathered world thus at once enacts and addresses
a relationship of vulnerable permeability between the electromagnetic outer space
environment and social life on Earth, communicating a new understanding of how

Figure 4: An image of the
space-weathered world
released by NASA. The
caption that accompanies
this image on NASA’s
website reads: “A web
of inter-dependencies
makes the modern
economy especially
sensitive to solar storms.”
Credit: https://www.
nasa.gov.
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technological infrastructure emplaces and re-scales the planet in (perilous) relation
with the Sun. Newly configuring relations of connectivity and proximity between
the Sun and Earth, security actors are rethinking the meaning of an infrastructured
Earth’s place in the cosmos.
Dystopian infrastructure futures
While the development and installation of infrastructure often promises to concretise
futures of modernity and progress (Edwards 2003; Harvey and Knox 2012, 2015;
Hetherington 2014; Anand et al. 2018), the failure or breakdown of infrastructure can
threaten to disrupt or even undo modernity. Severe space weather events are often
represented in the mass media as entailing the prolonged loss of power grids, computer
systems, satellites and other critical infrastructures, on a national, continental or
even planetary scale.1 The imagined technological and societal disruption is typically
configured temporally as a violent return to a pre-modern evolutionary stage, with
news headlines frequently proclaiming that a severe space weather event would
“send us back to the Stone Age” (Anthony 2014). Here, infrastructures are loaded
with temporal power, with their continuation or collapse enabling the global north
to move forwards or backwards in time respectively.
It has become a commonplace that infrastructures are not only located in space but
also in time (Appel 2018; Joniak-Lüthi 2019). In particular, scholars have highlighted
the “forward-looking” (Gupta 2018: 63) or future-orientated nature of infrastructure
temporalities. But the futures that circulate around infrastructure can also be pasts.
In discourse on the space weather threat, infrastructures are decidedly heterochronic
sites where narratives of technological progress abut with narratives of technological
dependency and societal atavism.
Despite the “global threat” rhetoric, the space weather risk is rooted in uneven
techno-geographies and thus unfolds at varying degrees across different national
contexts. While the infrastructure-heavy global north is brought into dangerous
relationality with a roiling Solar System, those countries in the global south with
fewer infrastructure services and where “ruination is a constant companion of
infrastructure” (Boyer 2018: 224) remain largely cut off from this cosmic connectivity
(it is perhaps not coincidental that the cross-section image depicts infrastructure
on “top” of the world, rather than the “bottom” or “sides” of the world; see Fig. 3
and 4). While a severe space weather event could have cascading effects across
the global north/south divide, space weather is generally positioned as a problem
for heavily technologised countries (Mureşan and Georgescu 2015: 59). For growing
numbers of critical infrastructure protection practitioners, lack of infrastructure
in the global south is increasingly perceived not as a social disadvantage but as a
source of societal resilience. Space weather thus sits at the intersection of shifting
spatial and temporal relations between infrastructure and modernity, and shifting
distributions of risk and resilience, in the global technoscape.
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De-terrestrialising infrastructure studies
Affecting both terrestrial and orbital infrastructure, space weather unsettles the
on/off-Earth binary, weaving ground-based and space-based infrastructures into
larger Solar System ecologies (Battaglia et al. 2015: 246; Olson 2013, 2018). Space
weather therefore invites us to greatly expand the conceptual limits and relational
horizons of infrastructure. Turning scholarly attention to the more-than-earthly
existence of infrastructures opens opportunities for expanding critical orientations
within infrastructure studies. “Infrastructures bridge distance,” Appel et al. (2018:
14) observe, but often that distance is conceptualised along a horizontal plane.
The “bridge” metaphor itself gives rise to a decidedly horizontalised rendering of
infrastructure relationality. Yet, from radio waves bouncing off the ionosphere to
satellite data transmissions, infrastructures also mediate exchange upwards and
downwards, inwards and outwards (Olson and Messeri 2015). Space weather invites us
to unflatten and verticalise infrastructure research and theory (Elden 2013; Graham
2016; Billé 2020). In doing so, it might also newly attune us to the electromagnetic
lives of infrastructure, which unfold across regions of the electromagnetic spectrum
that exist beyond the threshold of human perception. Following solar physicists and
infrastructure engineers as they connect an increasingly technologised Earth to
an electromagnetic cosmos could enable us bring into view the more-than-earthly
relations and electromagnetic affordances of infrastructure that might otherwise
go undetected in terracentric critiques.

Notes:
For a recent televisual rendering of the space weather threat, see Sky One’s Cobra
(2020).
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